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Abstract—Analysis of distributed data typically requires the
collaboration of the data owners, as well as privacy protection.
This paper focuses on the scenario where the database is vertically
partitioned onto the data owners (referred to as vertical federated
learning or VFL), e.g., an e-commerce platform and an online
payment service collaborate to build a model to predict user
behavior. To avoid revealing their private data during model fitting,
the data owners commonly participate in a cryptographic protocol
such as secure multiparty computation. However, the resulting
model may still leak sensitive information under sophisticated
data extraction attacks. A rigorous solution to this issue is to
compute the model with differential privacy (DP), which provides
strong and well-accepted privacy guarantees. Enforcing DP on
VFL turns out to be highly challenging, and there does not yet
exist an effective solution that avoids reliance on any trusted party.
Consequently, practitioners are left with rather basic approaches
for ensuring DP, e.g., each data owner perturbs her local data
with additive noises, leading to suboptimal model utility. Can we
achieve privacy-utility trade-offs for VFL with DP comparable
to the centralized setting, without trusting any party?

In this paper, we make a significant step towards providing a
positive answer to this question. We focus on a subset of the data
analysis and machine learning tasks—the class of tasks where the
sensitive information to release can be expressed as a polynomial
function of the input. Following the distributed DP framework
that does not require any trusted party, we propose a generic
mechanism to solve this class of problems, called the Skellam
Quantization Mechanism (SQM). We formally prove the privacy
guarantee of our solution, and show that it is able to match
the privacy-utility trade-offs in the centralized setting. We then
instantiate SOM on two classical tasks, principal component
analysis and logistic regression. Extensive experiments on real-
world datasets confirm the strong performance of SQM.

I. INTRODUCTION

Privacy-preserving data analysis and machine learning over
partitioned databases have received considerable attention in
the database community in recent years [1]-[12]. Consider a
scenario where sensitive data is distributed across multiple
database owners, each possessing only a portion of the
dataset. While these database owners must keep their private
information confidential, they also seek to collaborate in
analyzing the sensitive data or training machine learning models.
This challenge has led to the development of federated learning
(FL) [13], which enables collaborative learning while keeping
data decentralized. FL can be categorized based on how data
is partitioned: (i) in horizontal FL (HFL), each party owns a
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subset of the records; (ii) in vertical FL. (VFL), each party
owns a subset of the attributes.

This paper focuses on VFL, which has promising practical
applications (see [14] for a survey). For example, a search
engine and an online payment service may each hold distinct but
complementary data about users’ search history and financial
transactions, respectively, and their user bases often overlap.
VFL allows these entities to jointly train a machine learning
model to predict user behavior without sharing sensitive data.

Earlier FL protocols relies on a centralized coordinator (or
server) that facilitates collaboration between data owners [15],
[16]. However, a key concern with this approach is that the
coordinator, which could potentially be adversarial, might gain
access to sensitive information during the collaborative training
process. To mitigate such risks, cryptographic techniques
like secure multiparty computation (MPC) and homomorphic
encryption (HE) are commonly used in FL [6], [9], [11], [17].
While these techniques encrypt the training process, they do
not prevent information leakage from the final output of FL
(i.e., the model parameters), which remains vulnerable to data
extraction attacks [18], [19]

Differential privacy (DP) [20], [21] is a rigorous framework
that provides strong privacy guarantees by injecting random
noise into the outcome of a function (e.g., model parameters).
The noise scale is calibrated to the sensitivity, which measures
the maximum influence of any single record on the function’s
output. DP has been widely adopted in the database com-
munity [22]-[29] and successfully implemented in real-world
applications [30]-[32].

Challenges in adopting DP in VFL. Enforcing DP in vertical
federated learning (VFL) while maintaining utility presents
unique challenges:

1. Noise injection without a trusted party: In centralized
DP, a trusted entity injects noise after performing the anal-
ysis [28], [33], [34], which is infeasible in VFL due to the
lack of a trusted party. Local DP, which requires each client
to perturb their own data independently, avoids this issue but
results in excessive noise accumulation, significantly degrading
utility [35]-[38].

2. Sensitivity analysis in VFL: To maintain a strong privacy-
utility trade-off, the noise scale must be calibrated to the
function’s sensitivity. In HFL, where computations involve
summing individual contributions (e.g., gradients), sensitivity



can be controlled via clipping mechanisms [39]-[41]. However,
in VFL, even computing a function over a single record requires
multiple parties to collaborate, making it impossible for any
single party to enforce a sensitivity bound. This lack of control
over sensitivity further complicates DP enforcement in VFL.

Distributed DP: a potential solution. In distributed settings,
a more effective alternative to local DP is the distributed DP
framework [41]-[44], which injects a far lower amount of noise
(meaning higher result utility) than local DP, while providing a
strong privacy guarantee. The overall workflow of distributed
DP is as follows. First, each client injects noise locally to
their partitioned data or intermediate results. Next, the clients
collectively run some cryptography protocol (e.g., [45]) to
aggregate the noisy results securely. Finally, the aggregated
output is revealed to all clients (or an un-trusted server). By
leveraging cryptographic techniques, distributed DP simulates
a trusted party who hides the identities of the locally perturbed
results, amplifying the privacy protection while preserving
utility. This approach is able to achieve privacy-utility trade-
offs comaprable to centralized DP (we refer to [39], [43] for
more detailed analysis).

Gaps. Despite its potential, existing distributed DP solutions are
limited to HFL, where they typically assume that the function
of interest is linear, such as aggregating gradients [39]-[41]
and that the data is horizontally partitioned, so that each client
can independently clip local computation results to control
sensitivity. To our knowledge, there are no effective distributed
DP mechanisms for VFL. Consequently, we are left with rather
basic local DP approaches that lead to poor utility.

Our objective. In this work, we aim to bridge this gap
by designing a novel distributed DP protocol for VFL that
eliminates the need for a trusted party, and achieves utility
comparable to centralized DP while preserving a strong privacy
guarantee. In particular, we assume no party is trusted by any
party, and all participants honestly follow the protocol. Namely,
we assume the semi-honest threat model, consistent with prior
HFL research [39], [41]).

Additional challenges in VFL with distributed DP. Designing
an effective distributed DP mechanism for VFL requires
addressing several technical challenges:

1. Numerical precision issues. Classic DP mechanisms
(e.g., Laplace and Gaussian mechanisms [21], [46]) operate
in the continuous domain, requiring infinite precision. In
contrast, distributed DP relies on MPC protocols that only
support finite precisions over discrete fields [47] or floating-
point numbers [48]. Consequently, naive implementations of
(approximate) continuous DP mechanisms on discrete systems
may lead to privacy violations due to rounding errors, as pointed
out in [39], [49], [50].

2. Secure noise sampling via MPC. In the literature,
discrete counterparts of continuous DP mechanisms (e.g., the
discrete Gaussian mechanism [51]) have been proposed to
resolve the precision issue. Extending these solution to the
VFL setting, however, is non-trivial. First, letting the clients

use shared randomness to jointly sample a discrete noise [3]
is non-private in the presence of a curious client, who has
observed the noise outcome and can infer the exact result. On
the other hand, securely sampling discrete noises using MPC is
a complicated task, and existing solutions often incur privacy
overhead or utility degradation, according to [52], [53], and
could also be vulnerable to timing attacks, leading to privacy
violations — as the outcome of the sampled noise is highly
correlated to the running time of the sampling protocol [49].

3. Sensitivity analysis in discrete domains. In centralized
DP and HFL, sensitivity can be controlled via clipping (e.g.,
gradient clipping in [54]). However, in VFL, as we have
mentioned, no single party can enforce a sensitivity bound,
making traditional clipping mechanisms inapplicable.

A. Our solution

In this paper, we propose a distributed DP mechanism for
VFL that effectively preserves privacy without a trusted entity.
Our method applies to scenarios where the function of interest
(e.g., model training) can be expressed as a polynomial over
the data. In the proposed solution, the participants utilize a
general-purpose MPC protocol to evaluate the target polynomial
function with integer-valued DP noise injected, explained as
follows.

To avoid the aforementioned numerical precision issue, both
the function evaluation and noise injection are performed over
integers. This is done by requiring each party to pre-process its
local data (in private) into integers. However, pre-processing
the original data to integers could increase the sensitivity of the
analysis function as the input domain expands. For instance, a
value of 0.011 may be rounded to 1, leading to roughly 100x
sensitivity increase and, thus, asignificantly higher amount of
random noise required to satisfy DP.

Data quantization. We address this problem through local
quantization, in which each party up-scales the original inputs
by a factor before rounding. The intuition is that the impact
due to rounding on the scaled inputs is negligible compared to
the scaling itself. Note that scaling the inputs does not affect
the relative signal-noise ratio as one can simply multiply the
scale of the noise to be injected accordingly, followed by a
post-processing step to down-scale the final outcome. We apply
this idea to evaluating one-dimensional polynomials over a
vertically partitioned dataset, and show that the sensitivity and
error overhead due to quantization approaches 0 as we increase
the scaling factor.

Coefficient/polynomial quantization. However, the above
idea does not perform well when computing a general multi-
dimensional polynomial, where each dimension is a polynomial
containing monomials of different degrees. The reason is that
scaling the original inputs by some factor would lead un-
tractable overall sensitivity due to different scaling amplitudes
for the monomials of different degrees. We tackle this situation
by ensuring that each monomial is scaled by (roughly) the same
factor regardless of its original degree. To do that, we accurately
account for the overall amplification factors of every monomial



and then compensate for their differences by multiplying them
by different factors. This multiplication is done as a pre-
processing step on the constant coefficients of the polynomial
to be evaluated, which does not incur additional privacy cost,
since the description of the polynomial is public. Overall, the
above local quantization allows us to obtain a tight sensitivity
analysis over the quantized data, and the sensitivity overhead
it introduced approaches 0 as we increase the quantization
granularity. In addition, we do not need any single party to
perform some artificial clipping mechanism to control the
sensitivity.

Noise injection. Next, we need to design an effective noise
injection algorithm to satisfy DP. Specifically, we require that
the overall DP noise follow the discrete Skellam distribution
(with values from {0,41,+2,...}), which is known to have
comparable privacy-utility trade-off as the continuous Gaussian
noise [40], [41]. To do so, we let each party to privately sample
a “share” of Skellam noise locally. After performing local noise
generation and data quantization, the parties collaboratively use
MPC to evaluate the function of interest on the quantized data
and, at the same time, inject the locally sampled noises into
the outcome. Since Skellam is closed under summation, the
overall noise injected into the outcome still follows a Skellam
distribution. As the overall DP noise is the aggregation of
independent local noises contributed by different parties, no
single party is able to break the privacy guarantees even though
she/he knows the outcome of one local noise. Furthermore, the
generation of DP noise is also robust against the timing attack,
as each party can sample the local noise prior to participating
in the MPC protocol.

We call our solution the Skellam Quantization Mechanism
(SQM), a generic mechanism for evaluating polynomials over
a vertically partitioned dataset. The main techniques of SQM
are quantization and the Skellam noises described above (see
Figure 1 for an illustration). We prove that SQM matches
the asymptotic privacy-utility trade-off of the centralized
setting without relying on any trusted party—the sensitivity
and error overhead due to quantization converge to zero as the
quantization granularity gets finer. We then instantiate SQM on
two classical tasks, principal component analysis and logistic
regression. Our theoretical analysis and numerical experiments
on various real-world datasets show that SQM indeed achieves
comparable performance as the central-DP baseline.

SQM is also an MPC-friendly framework in the sense that
the clients only need to utilize MPC as a black box after careful
quantization of the target function and the partitioned data,
as well as the local generation of DP noises. The overhead
incurred during the data quantization and noise generation on
the client side is negligible, compared with the cost of the
MPC protocol itself.

II. PRELIMINARIES

Notations. For a positive integer n € Z*, we use [n] to
represent the set of integers {1,...,n}. We denote an n-
dimensional row vector as v = (v[1],...,v[n]), where v[i]
is the é-th element of v for each ¢ € [n]. Similarly, we denote

Step 1: Co-efficient Quantization (all parties in public)

F(X) = 7, 0.25 X[i,:]"X[i,:] +27%, X[i,:] X[i,n] + X7, 0.5 X[i,:]
Jquantization

FX) = m.3 X[i,:17X[i,:] +21% 1 10 X[i,:] X[i,n] + X1%, 50 X[i,:]

Step 2.1: Data Quantization (each party j in private)

X[:,J] X[:,j]
Record ID | Att]j Record ID | Att]
Alice 01 | quantization | pjice -10
Bob 0.61 " Bob 6.1

Step 2.2: Noise sampling (each party j in private)

sampling

— z;=(10,-12,..,5)

Step 3: Noise injection (all parties collaborate in MPC)

Party 1 Party j Party n
Data X[:, 1] Data X[:, j] Data X[:,n]
Noise z4 Noise z; Noise z,,

Secure
Computation

Post-processing: 0 = ﬁ 0, a DP estimate for F(X)

0 =F([RG:, 10, ., X[n]]) + 2 + -+ 2,

Fig. 1: Example of SQM for evaluating polynomial functions in VFL.

an m-dimensional column vector as u = (u[l],...,u[m])%.

For an m x n matrix X, we use X[i, j] to represent the j-th
element on the i-th row of X. We use X[i,:] and X[:, ] to
represent the i-th row and j-th column of X, respectively.
Accordingly, a matrix X can be viewed as a row vector
X = (X[:,1],...,X][:,n]).

Polynomials and Monomials. A polynomial is a mathe-
matical expression consisting of variables and coefficients,
which involves only the operations of addition, subtraction,
multiplication, and positive-integer powers of variables. An
example polynomial on x = (z[1],z[2],z[3]) is f(x) =
(z[1])® + 1.5 - z[2]z[3] 4+ 2. A monomial (also called a power
product) is a polynomial with only one term. The degree of a
monomial is defined as the number of multiplications between
variables, and the degree of a polynomial is defined as the
highest degree of its monomials. In the above example, the
degree of f(x) is 3.

Differential Privacy. Differential Privacy (DP) [21] is a rigor-
ous framework for quantifying data privacy, which measures
indistinguishability of the output distributions for a randomized
mechanism on neighboring databases. X and X’ are called
neighboring databases if they differ by one record (written as
X ~ X’). If we see X and X’ as matrices (namely, rows of
attribute vectors), then neighboring X and X' differ by one
row. A classic DP definition is (e, §)-DP.



Definition 1 ((¢,0)-DP [21]). Mechanism M satisfies (€,0)-
DP if for any neighboring databases X ~ X' from the input
domain and any set of outputs O, it holds that

PriM(X) € O] <exp(e) - PrM(X’) € O] +4. (1)

Here a smaller € or J implies that it is more difficult to
distinguish the distributions with neighboring inputs X and
X’, which provides stronger individual privacy. A common
alternative DP definition is Rényi DP (RDP) [55], which
quantifies indistinguishability under Rényi divergence.

Definition 2 (Rényi DP [55]). Mechanism M satisfies (o, T)-
RDP for some o € (0,1) U (1,00) if for any neighboring
databases X ~ X' it holds that D,(M(X) || M(X")) < T,
where D, (P || Q) denotes the Rényi divergence of P from Q.

Given a function of interest F, a canonical approach
to make it differentially private is to inject random noise
(perturbation) into its output. The scale of the noise is
calibrated to the function’s sensitivity [21], denoted as S(F') =
maxx~x || F(X) — F(X')||. The maximum is taken over all
pairs of neighboring databases, and ||-|| represents a norm
measure, e.g. Lo-norm. In particular, injecting Gaussian noise
N(0,0%1,) to any d-dimensional function with bounded Lo

aA3)_RDP [55].

) 20-2
Secure multiparty computation. Secure multiparty computa-
tion (MPC) [56] coordinates multiple clients to jointly compute
a function without revealing any information on their private
inputs except for the result of the function. As an effective
method to avoid relying on a trusted party, MPC has been
widely applied in federated learning (e.g., see [45], [57]) and
interested readers are referred to [58] for more background.

Although MPC ensures the confidentiality of the inputs,
the output of the computed function may still leak private
information [18], [19]. This motivates the combination of DP
and MPC in FL, to ensure that both the computation process
and the outcome preserve individuals’ privacy. Realizing this
idea, as we have mentioned in Section I, is non-trivial, due to
the fact that classic DP mechanisms involve sampling noise
from a continuous domain, whose distribution is not preserved
in the MPC process in which participants communicate through
discrete channels, leading to privacy violations [49], [50].

In our solution SQM, we adopt the classic BGW proto-
col [59], which has mature and efficient implementations, as
reported in [60]. Our SQM invokes BGW as a black box to
perform the computations securely (as we will see, we can
enforce DP during this process). In the actual implementation,
one can replace BGW with any other MPC protocol without
affecting the DP guarantees, as long as the protocol is
privacy preserving under the semi-honest threat model, e.g.,
Sharemind [61] and ABY3 [62].

Skellam noise for DP. Integer-valued noises for enforcing DP
are compatible with MPC. The state-of-the-art is the Skellam
noise [40], [41], which is obtained as the difference between
two independent Poisson variables of the same parameters. We
write Z ~ Sk?(p) if Z is obtained as U—V, where both U and

sensitivity Ao achieves («

V are independently sampled from Pois?(1) (the ensemble of
d independent Pois(u)). The Skellam noise almost achieves
the same level of privacy-utility trade-off as the continuous
Gaussian noise, formalized as follows.

Lemma 1 (Skellam noise preserves RDP [40], [41]). Injecting
Skd(u) to the outcome of any d-dimensional integer-valued
function F with bounded L1 and Lo sensitivities A1 and Ao
satisfies RDP. For any integer o > 1, we have

sup Do (F(X) + 8K () | F(X') + Sk’(n))
X~X!

a A2 [(2a—1)AZ+6A; 3A,
< .2 . Q2
=92 2 +mm( 1642 " ap @

III. PROBLEM FORMULATION

We consider federated learning over a vertically partitioned
database where the input database X is a collection of m = |X|
records from the domain R". For each record x € X, we
assume ||x|l2 < ¢ for some constant c¢. Database X is
partitioned among multiple data owners (referred to as clients
in the following) by attributes, i.e., columns. Without loss of
generality, we assume there are n clients in total, and client
j possesses the j-th column of X, denoted as X[:,j]. An
untrusted coordinator (called server in the following) aims to
evaluate a function of interest, denoted as F', on X. Here
F' is an aggregate function for the individual records of
the input, i.e., for any input private database X, we have
F(X) =3, cx f(x), for some function f : R" — R¢, where
d is the dimensionality of the function’s output. In this work,
we consider the case when f is a polynomial function. For
example, the covariance matrix of the input can be expressed
as Y ex f(x) with f(x) = x"x.

We aim to design a general solution M for evaluating any
given polynomial function f with low error, while preserving
differential privacy with respect to the clients’ data (formalized
next). We restrict the problem domain to traditional tasks.
However, we would like to argue that our problem is general
in the sense that polynomials can be used to approximate
various functions (including the activation functions in deep
learning models). One recent example can be found in [63],
where polynomial approximations for GELU (Gaussian Error
Linear Unit) and Tanh (hyperbolic tangent function) are used
for efficient and private inference on transformers. In this work,
we focus on presenting positive results on the traditional task of
PCA and LR (matching the privacy-utility trade-offs in central
DP) and leave the more advanced tasks as future work.

A. Privacy Requirements

We consider the semi-honest threat model. Specifically,
all parties (including the clients and the server) follow the
specification of mechanism M while trying to infer the
private inputs of other parties. This threat model have been
commonly adopted in the distributed DP literature [39], [40].
In what follows, we formalize the privacy requirements under
RDP; the classical (e, )-DP can be obtained with a standard
conversion [51] from RDP.



We consider two possible adversaries, curious servers and
curious clients. We say M is DP against both adversaries if for
any neighboring databases X and X’ and the corresponding
observations by the server, denoted as O ~ Meer(X)
and O' ~ Meer(X’) respectively, and the corresponding
observations by the any client j, denoted as Mgient, (X) and
M etient; (X') respectively,

sup D (Mserver(X) H Mserver(Xl
X~X/!
sup Dq (Mclientj (X) ” Mclientj (X

X~X!

3
“

)) < Tserver, and
/)) S Tclient

hold for some o > 1 and some finite positive T¢jien and Tgerver-
Accordingly, we say M satisfies («, Teerver) Server-observed
RDP and («, 7cjient) client-observed RDP.

Since client j naturally knows more information about the
input than the server, Tcjene may be larger than Tyeper. For
example, the server may not know the overall number of records
in the inputs, whereas such information is not considered private
for a client—every client 7 has full access to the corresponding
private portion X[:, j], including the information for identifying
an individual record (e.g., name, ID, and address).

We emphasize that a mechanism that is DP against a curious
server is not necessarily DP against a curious client, and vice
versa, motivating us to take both Eq. (3) and Eq. (4) into
consideration for the privacy requirements.

Proposition 1. A mechanism that satisfies Eq. (3) can violate
Eq. (4) (i.e., non-private for a curious client). Similarly, a
mechanism that satisfies Eq. (4) can violate Eq. (3) (i.e., non-
private for a curious server).

Proof sketch. We prove by construction. For the first statement,
we let client j* collect the private data from all clients, compute
the target function, perturb the outcome with DP noise, and then
release the perturbed outcome to the server. This mechanism
satisfies DP against the server, but not against client j*. For
the latter statement, we let the server collect the data from all
clients, perform the computation and noise injection, and then
broadcast the outcome to all clients. This mechanism satisfies
DP against all clients, but not against the server. O

We assume there is no trusted third party; otherwise, there
is little motivation for protecting data privacy on VFL in the
first place, since we can easily construct a mechanism that
achieves a central-DP-like privacy-utility trade-off as in the
above proof (let the trusted party collect all partitions and then
run any central-DP mechanism on the whole dataset).

A Baseline solution. Regardless of the function of interest,
there is a local DP solution that achieves our privacy require-
ments. The idea is to let each client j first independently
perturb her local data portion with random Gaussian noise,
and then share the perturbed outcome with the server, who
then constructs the whole perturbed database X and evaluates
the function on X. The privacy guarantee follows from the
additive Gaussian noise and that post-processing preserves DP.
Unfortunately, local DP solutions often requires a large amount
of noise to satisfy DP, leading to poor result utility [39], [43].

Algorithm 1: SQM for One-dimensional Monomials

Input: One-dimensional monomial function f of degree A;

private input database X that is partitioned among n
clients; scaling parameter -; noise parameter p.

1 for each client j € [n] do

2 X[:,j] « Algorithm 2 (X[:,j],7). // the processed data

portions constitute database X.
3 for each client j € [n] do
L Sample Z; ~ Sk (%) // noise sampling

5 The clients collectively run the BGW protocol to evaluate
=2 f®+> 2
j=1

%eX
6 The clients share the outcom e §(X) to the server.
7 The server compute § + —x - §(X).
Output: § as the estimate for Y oex J (%)

Intuitively, with local DP, each element in X is perturbed with
O(1) error, and the error accumulates when evaluating an aggre-
gate function on individual records of X. For instance, consider
the covariance matrix estimation with F(X) = Y v x'x.
Since each element in x is independently perturbed with a
Gaussian noise, each element of the outer product xTx incurs
an error of O(1). Since there are m such outer products, the
overall error becomes O(m), far higher than the centralized
DP setting where the injected noise is of the same scale as the
sensitivity of the covariance matrix, which is constant.

IV. PROPOSED SOLUTION

In this section, we present the general Skellam Quantization
Mechanism, a generic distributed DP framework for evaluating
any polynomial function on VFL. The detailed proofs of our
claims can be found in the full version [64].

A. SOM for One-Dimensional Monomials

We first consider any given one-dimensional monomial
function f : R™ — R of degree A\ > 1, expressed as
f(x) = T (@)*0) with 377, A[j] = A. The goal is to
compute F/(X) = >« f(x) while satisfying Eq. (3) and (4).
Without loss of generality, we assume that the coefficient of f is
1, since otherwise, the server could post-process the outcome to
obtain the result corresponding to any given coefficient, without
affecting DP. We outline the proposed Skellam quantization
mechanism (SQM) as in Algorithm 1.

SQM consists of three major steps: (1) data quantization,
which processes the private data to integers, setting up the
stage for enforcing DP over the integer domain; (2) Skellam
noise sampling, in which each client samples a Skellam noise
privately; and (3) function evaluation and perturbation in which
all clients collaboratively compute the target function on the
processed data with the aggregate of the locally-generated
Skellam noises injected. We go through each step in more
detail in the following.

Data quantization. Each client j independently processes
her/his local data X[:,j] using Algorithm 2 (Lines 1-2 in



Algorithm 2: Data Pre-processing/Quantization

Input: Real-valued vector v € R™; scaling factor ~.
1 V+y-v.
2 for Dimension j € [m] do
3 Flip a coin with heads probability V[j] — |V[4]].

4 if Heads then

5 L vl < vl + 1
6 else

7 L vli] < vl

Output: Integer-valued vector v € Z™.

Algorithm 1). In particular, each real-valued vector v € R™
(i.e., a column of X that is possessed by a single client) is first
scaled to vv and then each dimension of the scaled vector is
randomly rounded to one of its nearest integers by flipping a
coin. The outcome, denoted as Vv is in expectation equal to yv.
The processed data portions of all clients constitute database
X =X[,1],...,X[:,n]).

Noise sampling. Next, each client j independently samples
Z; ~ Sk(%) (Lines 3-4 in Algorithm 1). Both X[:, j] and Z;
are kept private by client j.

Function evaluation. The clients then collectively run the
BGW protocol (Line 5 in Algorithm 1) to compute

i)=Y f&)+> 2

%eX

(&)

The result §(X) is then sent to the server (Line 6). After
that, the server computes § = %Q(X) as the estimate for
> xex f(x) (Line 7 in Algorithm 1). This post-processing
step does not affect the privacy guarantee of computing .

Note that both the processed data portion X[:, j] and the
sampled noise Z; are the private inputs of client j to the BGW
protocol. Essentially, the BGW protocol evaluates a surrogate
function defined over R(M+T1 X" where the extra row represents
the locally generated DP noise. From the server’s perspective,
9 is perturbed with Z ~ Sk(u), the aggregate of the local
Skellam noises, thus avoiding the large noise overhead of local
DP. For a client j, the outcome ¢ is perturbed with Z* ~
Sk (%=L ) (since she knows the outcome of her local noise)
which is close to Sk(u) when n is large. Hence, intuitively our
privacy requirements are satisfied with the injected aggregate
noise.

Next, we show that by making ~ large enough, the approx-
imation error, as well as the overhead in DP noise due to
rounding, becomes negligible. In other words, SQM achieves
asymptotically comparable privacy-utility trade-off in VFL
as in the centralized setting, for evaluating one-dimensional
monomial functions. We will use the asymptotic notation to
illustrate the idea in the rest of this subsection; constant factors
will appear in the instantiation of SQM on PCA and logistic
regression in Section V. We first analyze the error due to
rounding and neglect the requirement of privacy for the moment
(i.e., setting u to 0).

Lemma 2. Given any monomial function of degree ), for
any single-record input {z} (||z|2 < ¢) to Algorithm 1 with
scaling parameter vy > 100\ and noise parameter u = 0,
Algorithm 1 satisfies §({x}) —v*f(x) = O(y*~1), and hence,
Sx({x}) = f(x) = o(1).

The key argument to prove Lemma 2 is that since A
multiplicands are scaled by ~ first, the additive error of 1
(which causes a constant difference) on each multiplicand
introduced by rounding becomes negligible compared with
the scaling factor of 4*, when ~ is large enough (i.e., when
quantization is fine-grained enough).

Lemma 2 implies the following error guarantee.

Corollary 1 (Error guarantee of quantization). Consider input
database X such that each x € X satisfies ||x||2 < ¢, one-
dimensional monomial f with degree A > 1, scaling parameter
v > 100\, and noise parameter i = 0. Algorithm 1 satisfies
U= xex J(x) = o(1), meaning that the approximation error
approaches 0 as we increase the scaling parameter .

We can then use the triangle inequality to show that the
sensitivity overhead of evaluating f on the quantized data
becomes negligible when + is large, leading to the following
privacy guarantees.

Lemma 3 (Privacy guarantees). Algorithm 1 for monomial
Sfunction [ with degree A > 1, scale parameter -y, and noise
parameter | satisfies (o, Tyerver) Server-observed RDP and
(@, Tetien) client-observed RDP with

ad? | 30
4u 4

anA? n
(n—1)n
where A = v max |, <. | f(x)| + O(y*71).

3nA
2(n—1)p’

Tserver — ) and Telient =

We sketch the computation for Tgere. The computation
for Teient that corresponds to client-observed DP can be
proved similarly while noting two differences. The first is
that the sensitivity is doubled. This is because for a client,
the number of records is regarded as public information, and
neighboring databases are obtained by replacing a record
rather than adding/removing one. In addition, the scale of
DP noise p is replaced by "7—:1;1, since a client knows the
outcome of the local noise she has generated. Considering
X’ = X U {x}, without loss of generality, we have that the
maximum difference in computing §(X) and §(X U {x}) is at
most 7| f(z)| + O(y*~1), due to the triangle inequality. The
result of Tgever then follows from Lemma 1.

Privacy-utility trade-off. How good is our SQM? We follow
prior work on HFL [39], [41] and compare the classic central-
DP Gaussian mechanism with ours under server-observed DP;
it is unfair to consider the client-observed DP here since in
the central-DP setting the adversarial often has no information
of m or the DP noise. To answer this question, it suffices
to compare the errors of the two mechanisms. In Lemma 3,
the term % is often dominated by % when « is large
(i.e., under fine-grained quantization). Hence, for SQM to
achieve (a, 7)-RDP against the server, it suffices to set y to



roughly 2 max‘f(x;‘ OGP Here, this O(y?*) increase
is reduced to 1 after the post-processing by the server (Line
7 in Algorithm 1). Besides, the approximation error over the
quantized data is o(y"), which becomes negligible after the
server’s post-processing. As a result, the overall noise variance
in § becomes % . w which is comparable to
the Gaussian mechanism’s variance % . M; and the
o(1) error can be made arbitrarily small by increasing ~. In
conclusion, our SQM achieves a comparable privacy-utility
trade-off on VFL as the centralized DP mechanism.

B. SOM for Multi-dimensional Polynomials

Next, we generalize SQM to the more general case where
the function of interest f is a multi-dimensional polynomial.
Given input x, we can write f(x) = (f1(x),..., fa(x)), where
each f;(x) is a one-dimensional polynomial of order \;. We
can write f;(x) as

Vg

X) = Z ag[l]
1=1

for some constant v; > 1. Here a; = (a¢[1],...,av]) €
RY represents the coefficient vector for all ¥ monomials, and
at[l] € R represents the coefficient for the /-th monomial
component, for the ¢-th dimension. Accordingly, matrix B; €
Nv*"™ represents the exponents, and B;[l, j] is the exponent
for z[j] in the {-th monomial, for the ¢-th dimension.

x[j]Bt [l ,j},

Q)

Challenge. It is tempting to run Algorithm 1 independently for
each monomial (indexed by /) in each dimension (indexed
by t) independently (i.e., evaluating a;[l] - IT}_; x[j j]Be 1l ]
independently). However, since the monomlals may be of
different degrees (i.e., >7_; By[l, j] could be different for
different [’s and ¢’s). Applying the same scaling factor ~y to
each term would result in different scaling factors for different
monomials (i.e., different powers of «), making the overall
sensitivity difficult to analyze. For example, the monomial %x2
would be amplified by a different factor than the monomial z.
One might suggest computing and perturbing components of
different degrees separately instead of the whole function. For
example, the term %xz (resp. x) is computed and perturbed by
the clients using BGW and then sent to the server, which
down-scales the outcome by 5 (resp. 1) This approach,
however, leads to increased sensmwty, as the sensitivities for
different components are analyzed separately, and their worst-
case sensitivities may correspond to different inputs; hence, they
constitute a pessimistic upper bound for the overall sensitivity
of the original function.

Main Idea. The proposed solution aims to ensure that each
monomial in each dimension is scaled by the same factor
regardless of its original degree, so that we can utilize our
established analysis (Lemma 2 and Corollary 1) to quantify the
overall sensitivity for computing the d-dimensional polynomial
as a whole. Specifically, our solution first identifies the
monomial of the largest degree among all dimensions. Without
loss of generality, we denote this degree as A, and refer to it
as the degree of the d-dimensional polynomial f. For each

Algorithm 3: SQM for Multi-dimensional Polynomials

Input: Multi-dimensional polynomial function f of degree A
and dimension d; private input database X that is
partitioned among n clients; scaling parameter -y;
noise parameter .

1 for each coefficient a.[l] do

2 Compute \¢[l] =377, Be[l, j].

3 | dil] « Algorithm 2 (dy[l], Al
pre-processing

). I coefficient

'S

for each client j € [n] do

5 X[:, ] + Algorithm 2 (X[:,j],~). // the processed data
portions constitute database X.

6 for each dimension t € [d] do

7 for each client j € [n] do

8 L Sample Z; ~ Sk (%) // noise sampling

9 The clients collectively run the BGW protocol to evaluate
D HMURURITEEE 32
i=11=1 j=1

10 The clients share the outcome ¢; to the server.

11 The server compute y < 7“1 (91, 9a)-
Output: § as the estimate for Y f(x).

private input x[i, 7], it is scaled by some factor v > 1 and then
randomly rounded to its nearest integers, using Algorithm 2.
This operation would result in different scaling factors for
monomials of different degrees.

To compensate for such differences, for each coefficient a;|[!]
for the /-th monomial in the ¢-th dimension of f, we scale it
by ’yHA*E;’l:l Btll.J] and then round it to its nearest integer,
using Algorithm 2. As a result, the processed coefficient for any
monomial of degree A is roughly ~y times larger than its original
value; the processed coefficient for any monomial of degree
A — 1 is roughly 72 times larger than its original value; and so
on. Overall, the result for evaluating each monomial component
is roughly 4**! times larger than its original value, regardless
of its original degree. Accordingly, during post-processing, the
server multiplies the result by SH

With slight modifications on Lemma 2 and Corollary 1,
we can show that the approximation error for each monomial
term is still in o(1) when ~ is large enough. By linearity, the
overall error and sensitivity overhead of SQM for evaluating
any d-dimensional polynomial is negligible compared with
the continuous Gaussian mechanism. We outline the complete
procedure in Algorithm 3. Compared with Algorithm 1, the
main difference is in Lines 1-3 of Algorithm 3, where the
coefficients are processed using Algorithm 2 with different
scaling parameters for monomials of different degrees (the
result is publicly known to all clients), and in Line 11, where
the server down-scales the outcome by ﬁ instead of 7%
Next, we provide the privacy analysis for Algorithm 3.

Lemma 4. Algorithm 3 for any d-dimensional polynomial
Sfunction [ with degree A\ > 1, scale parameter -y, and noise
parameter | satisfies (v, Tgerver) Server-observed RDP and



(0, Tetient) client-observed RDP with

alA?  3A an3 3nA
=—2 + 71, and Telient = 2 !

dp 4p (n—1p  2n—1)p’

where Ay = > lmax|f(z)]2 + o(4**1), and A, =
min(A32, vVdAy).

Here we use A; = min(A3, v/dA,) since the absolute value
of any integer is bounded by its square and that in general,
the £, norm of any vector is bounded by /d times its £y
norm (by Jensen’s inequality). We note a slight difference
between proving Lemmas 4 and 3. The sensitivity overhead
for evaluating a d-dimensional polynomial function, and each
dimension of it is a polynomial containing v; monomials. This
means that the overhead in terms of both error and sensitivity
(recall Lemma 2 and Corollary 1) is at most d X max; v; times
larger than the overhead for evaluating a one-dimensional
monomial, by the triangle inequality. However, such overheads
are still negligible compared with the overall scaling factor
421 when 7 is large enough. Hence, for evaluating general
multi-dimensional polynomials, SQM can achieve comparable
utility-privacy trade-offs as the multi-dimensional continuous
Gaussian in the centralized setting.

Finally, we remark that SQM is an MPC-friendly framework
in the sense that the clients only need to utilize MPC as a black
box after careful quantization of the target function and the
partitioned data, as well as the local generation of DP noises.
As we can see from Algorithm 3, the clients collectively run a
BGW protocol as a black box (which can be replaced by other
MPC protocols, e.g., ABY [65] if there are only two clients) to
evaluate the noisy outcome of the function. In Section VI, we
will show that the overhead due to enforcing differential privacy
is negligible, compared with the cost of the MPC protocol
itself, which is needed in the first place to avoid revealing the
data partitions in plain-text form.

TS'("I"VEI‘

V. APPLICATIONS

In this section, we instantiate SQM on the tasks of principal
component analysis and logistic regression. The detailed proofs
of our claims appear in the full version [64].

A. Principal Component Analysis

Problem definition. Given an integer k (usually k£ < n),
the server aims to (approximately) learn a rank-k subspace
V € R™*¥ that preserves most of the variance in the original
database X, i.e., maximizing ||XV||%. We follow the classic
algorithm for differentially private PCA under the centralized
setting, where the principal subspace V is obtained as the top
k eigenvectors from the perturbed version of the covariance
matrix C = X7 X. Here, the polynomial of interest is f(x) =
xTx, which computes the outer product of record x. The

dimension of f is n? and the degree of f is 2.

VFL Algorithm. The clients call Algorithm 3 with scaling
parameter v and noise parameter p to compute the noisy
covariance matrix C~', and shares the outcome with the server.
Here since the coefficient in each dimension of f is 1, we

choose not to pre-process the coefficients. Namely, all clients
independently discretize the their data with Algorithm 2 with
scaling parameter 7, and then collaboratively compute the
covariance matrix C of the discretized data using BGW, and
share the outcome with the server. The server then computes
the k-dimensional principal singular subspace (i.e., top k
eigenvectors) of 7% - C as the estimated principal components.

Analysis. When each record X[i,:] has £ norm bounded by
a constant ¢, the sensitivity for computing matrix C is bounded
by ¢?. To show this, one can consider X’ that is obtained by
removing the m-th row from X. Then we have

IXTX = X7TX'|[p <Y (X[m, j])* < .
J

Hence, the quantized version satisfies H):([z Sille < /72 +n.
For the sensitivity for for computing C, we have

PN ~ ~ ~ 2
IXTX = XX |p < 3 (Xmojl) <42 +n. (@)
J

Here the additional n corresponds to the O(y*~!) overhead
for the sensitivity computation. Indeed, we see that n becomes
negligible compared with y2c?2 when v is large enough.
Combining Eq. (7) with Lemma 1, we have the DP guarantees.

Lemma 5 (Privacy analysis). With scaling parameter v and
noise parameter [, computing the noisy covariance matrix over
using Algorithm 3 satisfies (v, Tserver) Server-observed RDP
and (o, Tejiens) client-observed RDP with
a3 3A an/A3 3nA
BT (n—1p  2n—1p’

where Ay = v%c? 4+ n, and A = min(A%, VdA,).

Tserver ; and Tclient =

The corresponding (€, d)-DP guarantees can be obtained
using the conversion rule [51]. Finally, we present the utility
result for the obtained principal components and compare it
with the strong central DP baseline [66].

Lemma 6 (Utility analysis). Let 'V be the rank-k subspace
of the original matrix X and let V be the principal rank-k
subspace obtained from Algorithm 3 with scaling parameter
v > n. Then Algorithm 3 satisfies (¢,0) server-observed DP,
and with high probability, we have

XV > [XV[F = O(kvny/fics), @®)
where | /fics = co\/log(1/d) /¢ for some constant cy.

The optimal error rate in the centralized setting [66] is also
O(k+/n+/log(1/6)/¢). For (c, 7)-RDP, we substitute ,/fic s
with /i ~ \/a/T - Ay/2 (Lemma 5) and the error is still in
O(k+/n). Both results indicate the optimality of our solution.
The key to our proof is to show that the error matrix due to
discretization has a bounded spectral norm (in particular, it is
O(n) with high probability), which becomes negligible when
v is large enough. We refer interested readers to [67], [68]
for useful tools for analyzing the spectral norms of random
matrices.



B. Logistic Regression

Problem definition. Consider an input database (matrix) X,
where each record (row) consists of a feature vector x € R" !
and a label indicator y € {0, 1}. We assume that ||x||2 < 1, as
is done in previous work [69]. We denote d = n — 1 for conve-
nience. The server is interested in finding a weight vector w €
R? that minimizes the cross-entropy loss over all records in
X, written as arg min,, l—)l(l P xpyex Llo({w,x)),y), where
Lio((w,x)),y) = —ylog(o((w.x))) — (1 — y)log(1 —
o({w,x))). Here (u, v) represents the inner product between u
and v, and o(u) = m is the sigmoid function. To find
the optimal w, we perform the gradient descent algorithm [70]
that is widely used in FL. The idea is to repeatedly update w
towards the opposite direction of the loss function’s gradient
2 (xyex 9((%,y)), where g((x,y)) = o((w,x)) - x —y - x.
Reduction to polynomial evaluation. Due to the sigmoid
function, the above gradient is not a polynomial of (x,y). Here
we follow [69] to approximate the sigmoid function as polyno-
mials using Taylor series: o(u) = >, (% ouh) ,
where o™ (u)|,—o represents the h-th order derivative of o (u)
evaluated at u = 0. We consider the first-order approximation
(higher order approximations can be done in a similar fashion).
Then we can write o(u) ~ 1 + 1 . 4, and approximate the
gradient as g((x,y)) ~ 3 - x+ 1 ((w,x)) - x—y-x.

VFL Algorithm. Now we are ready to instantiate SQM on
the task of logistic regression. Given weight parameter w, we
specify the function of interest for record (x,y) as

Fw, Go)) = 5 x+ (o x ©

First, the server randomly initializes the model weight w, and
clips ||w]|2 to 1. Next, in the first and each subsequent iteration,
the clients randomly sample a batch of records, denoted as
B, using shared randomness. The membership of B is not
revealed to the server. Next, the clients call SQM to evaluate
the sum of the function f(w,-) on records from B using
the current weight parameter w by running Algorithm 3 with
scaling parameter  and noise parameter p , and share the
outcome (i.e., perturbed gradient sum) with the server, which
then updates w accordingly, followed by clipping.

) X—y-X.

Lemma 7 (Privacy analysis). Given scaling parameter ~y, noise
parameter L, running Algorithm 3 over a subset of the input
data with sampling ratio q < 1 for R rounds satisfies (&, Tserver)
server-observed RDP (cu, Tjiens) client-observed RDP with

Tserver = % log ((1 —q)* Hag—q+1)

o o - .
+> <l)(1q)“ fglet=1) ’>,
1=2
anl3 3nA\

e = 15 )

\/(%73)24-9750{4—3674 and Ay =

2
min(A3, VdAy), and 7, = 14%2 + Sﬁ; forl=2 ... a.

where Ay =

In the computation for sensitivity A, % corresponds to
the original upper bound for the £o norm of the 2-degree
polynomial f(w, (x,y)) evaluated on the original input (recall
Eq. (9)). With the scaling parameter -y, this sensitivity becomes
%’y?’ + o(7?), where the small-oh overhead corresponds to

the term /9v°d + 367* in A,. Again, as we increase v, the
relative sensitivity overhead /367 + 9v5d/y> approaches
0. In other words, with a large enough v, we can make the
sensitivity overhead arbitrarily small.

Plugging in the above sensitivities to Lemma 1 and then
applying the results on privacy amplification by subsampling
and composition theorems [55], [71], [72] give us the result of
Tserver- Here the subsampling is performed on the record level.
A more advanced analysis on the user level privacy (see [22]
for a reference) is a promising future work direction. We also
note that 7jiene does not benefit from record-level subsampling,
since each client already knows which record is placed in the
sampled batch. Further enhancing the protection against clients
is a promising future work direction.

C. Discussions

On data partitioning. The server-level privacy guarantees of
SQM depend on the quantization level, which is characterized
by 7, and the overall scale of the injected noises contributed
by all clients, which is characterized by p. In other words, the
number of clients and data partitioning has no impact on the
performance (i.e., privacy-utility trade-off) of our SQM. This
is due to our design of SQM, where the clients collectively
simulate a trusted central server — who performs the noise
injection — using MPC. The client-level privacy depends
on an additional factor of % (where P represents the
number of clients), since each client knows the local noise she
injected. We note that this factor % converges to 1 as the
number of clients P increases. In our experiments, we focus
on evaluating the performance of SQM under fixed server-
level privacy constraints (following prior work in horizontal
federated learning [39]), and assume that each client partitions
one column of the input data matrix, without loss of generality.

On discretization. In our SQM and its instantiations, we have
used an explicit discretization procedure (Algorithm 2) for
pre-processing the continuous data instead of using a black
box (such as the 64-bit representation of double-precision
floating numbers). The reason is that we want to accurately
account for the sensitivity that is crucial for DP analysis, since
otherwise, it may cause sensitivity underestimation and privacy
violation [73], as we have mentioned in Section I. In our SQM,
the sensitivity overhead due to rounding (recall Algorithm 2)
is at most 1 in each dimension of the quantized data. Through
careful analysis, we show that this overhead results in negligible
error in the final result — it appears in the small-oh term in
Lemma 4.

On complexities. We briefly explain the complexities of
running SQM, with BGW [59] as the underlying MPC protocol.
Recall that the data matrix X has m rows and n columns, and
we assume columns of X are evenly partitioned to P parties.



For PCA, we use BGW to compute X7 X+ Zf: 1 Z;, where Z;
is the n X n noise matrix generated by client j. The overall time
complexity is O(n?mlogm); the computation complexity per
client is O(mP +n2mlogm/P+n?); and the communication
complexity is O(n?mP log~). For LR, in each epoch, we use
BGW to compute m inner products for (n — 1)-dimensional
vectors, and m additions and m subtractions for scalars, and
m multiplications between a scalar and an (n — 1)-dimensional
vector, and then m summations for (n — 1)-dimensional vectors.
It also involves P summations for aggregating the local
Skellam noises. As a result, the overall time complexity is
O(m(n — 1)logm); the computation complexity per client is
O(m(n —1)P +m(n — 1)logm/P); and the communication
complexity is O(m(n —1)P log mlog~). Overall, for both LR
and PCA, the cost due to enforcing DP, which involves P
summations over the Skellam noises, is negligible compared
with the costs needed for computing the noise-less function
using MPC, which avoids revealing the client’s data in plain-
text form. We provide simulation results in the next section.

Extension to more complicated functions. We note that
although our SQM is restricted to evaluating polynomials,
it can be extended to other functions that can be approx-
imated as polynomials, e.g., the gradients of complicated
neural networks [74]. Overall, if the target function can be
approximated by a polynomial with arbitrarily small error,
then using our SQM, we can evaluate this function under a
VFL setup with differential privacy, where the error overhead
(due to approximation and discretization) is arbitrarily small
compared with the centralized setting. To compute the gradients
of neural networks in general, simple approximations such
as the Taylor expansion do not give a small approximation
error, and more delicate approximations are needed. Finding
polynomial approximations to complicated functions is also
one of the major challenges in applying cryptography to deep
learning (e.g., see [63], [74]-[76]). Another issue is the cost of
running cryptography protocols, e.g., the attention layer alone
in a transformer would take Gigabytes of communication and
hours to compute in a secure manner [77] (not to mention
larger model structures). Both aspects are beyond our scope.

VI. EXPERIMENTS

In this section, we validate the performance for our SQM on
the task of principal component analysis and logistic regression.
Following previous works in distributed DP algorithms for
federated learning [39]-[41], we focus on measuring the perfor-
mance for the fitted models in terms of privacy-utility trade-offs.
We use a single Ubuntu machine with 64 CPUs to simulate
the distributed environment where each party is assumed to
have a secure and noiseless channel for communication.

Baselines. We consider the local DP solution (outlined in
Section III) as the VFL baseline, which perturbs the dataset
X on the client side and then trains the PCA/LR model on
the perturbed dataset. We are aware of other VFL solutions
that try to enforce DP (e.g., [3], [78], [79]). However, their
threat models and privacy requirements largely differ from ours
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Fig. 2: Performance of SQM on PCA, for different datasets and varying
numbers of top components and DP constraints.

Gene (Top 400)

and hence, they are not directly comparable with ours (see
Section VII for detailed explanations). Overall, we want to
demonstrate that SQM achieves comparable utility-privacy
trade-off as the central-DP baseline, as we increase the
quantization granularity (characterized by «). Other local DP
solutions (e.g., [5], [80]), no matter how advanced, exhibit
notable performance gaps between the central-DP baseline and
are omitted.

We also use a central DP mechanism to establish the
performance upper limit for VFL (the goal for our mechanism
to achieve). For PCA, we use the classic [66]; and for LR, we
use the popular centralized-DP mechanism, DPSGD [54]. We
omit other central-DP mechanisms since they perform similarly.
For SQM, we also vary the scaling parameter -y (larger ¥ means
finer quantization granularity).

Principal Component Analysis. For PCA, we evaluate the
KDDCUP dataset [81] with m = 195666 and n = 117,
ACSIncome (CA) with m =~ 100000 and n = 800, and
high dimensional datasets, CiteSeer [82] with m = 2110 and
n = 3703 and Gene [83] with m = 801 and n = 20531. All
datasets are partitioned to n clients. We report the utility of the
obtained subspace \Y% computed on the input dataset X, defined
as || X'V||2, for different numbers of top principal components.
In terms of privacy, we focus on the server-observed DP under
the standard (e, d)-DP framework, since it is also commonly
considered in the centralized and horizontal FL settings. We
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Fig. 3: Performance of SQM on logistic regression, for different datasets and
DP constraints.

fix § to 1075 and vary e. For KDDCUP and ACSIncome (CA),
we vary e from 0.25 to 8. For the high-dimensional CiteSeer
and Gene, we vary € from 4 to 32. Our choices of ¢ align with
the common practices in real-world applications. To give a few
examples, Apple sets e within the range of 2 to 16, depending
on the type of user data to collect [84], and the 2020 US
Census adopts an ¢ close to 20 [85]. For SQM, we also vary
the scaling parameter ~y. For the high-dimensional CiteSeer and
Gene, we choose relatively larger +v’s to control the sensitivity
overhead, maintaining a high signal-to-noise ratio.

The average utility over 20 independent runs is in Figure 2.
It is clear that our solution consistently outperforms the local
DP baseline. The performance of SQM is close to that of cen-
tralized DP under various parameter settings, especially when
~ is large. This confirms the optimality of SQM. In particular,
the performance of SQM improves with ~. This is because as
v increases, the relative sensitivity overhead becomes smaller,
hence achieving higher utility while maintaining the same level
of privacy. In particular, for KDDCUP, SQM performs almost
the same as the centralized-DP solution for a wide range of ~y
values. Similar conclusions can be drawn for the other two high-
dimensional datasets, Gene and CiteSeer. The performance gap
between SQM and the centralized solution is negligible when
~ is large enough (when ~y reaches 2'* and 2'2, respectively).

Logistic Regression. For LR, we evaluate the ACSIncome
datasets that is collected from the US Census in the year
2018 regarding four states of the US: California, Texas, New
York, and Florida [86]. The task is to predict whether a person
has an annual income over 50K . Each dataset contains about
n = 800 dimensions (including features and the label) and
100,000 records. We randomly sample 10% of the datasets as
the training data, resulting in m ~ 10,000. All datasets are
vertically partitioned onto n clients.

For all experiments, we fix the privacy parameter § = 1075
and vary €. We do not tune the hyperparameters in favor of any
algorithm. We fix the subsampling rate for records to 0.001 for

TABLE I: Overall time costs of SQM and overhead due to DP. The database
contains m = 1000 records. The n attributes are evenly partitioned among
P = 4 clients.

Task: principal component analysis (PCA)

Data dimension (n)  Overall time (sec)  Time for noise injection (sec)

20 1.54 0.41
100 16.25 0.54
500 393.47 4.38
2500 10152.09 103.76

Task: logistic regression (LR)

Data dimension (n)  Overall time (sec)  Time for noise injection (sec)

20 1.03 0.40
100 1.43 0.41
500 3.65 0.42
2500 14.73 0.47

TABLE II: Overall time costs of SQM and overhead due to DP. The database
contains m = 1000 records. The n = 500 attributes are evenly partitioned
among P clients.

Task: principal component analysis (PCA)

Number of clients (P)  Overall time (sec)  Time for DP (sec)

4 200.33 4.19
10 388.55 17.14
20 699.58 58.67

Task: logistic regression (LR)
Time for DP (sec)

Number of clients (P)  Overall time (sec)

4 2.24 0.42
10 4.66 1.08
20 8.58 2.23

TABLE III: Overall time costs of SQM and overhead due to DP. The database
contains m records. The n = 500 attributes are evenly partitioned among
P = 4 clients.

Task: principal component analysis (PCA)

Time for DP (sec)

Number of records (m)  Overall time (sec)

20 12.13 4.23
100 41.31 4.24
500 200.33 4.19

2500 1020.55 4.91

Task: logistic regression (LR)
Time for DP (sec)

Number of records (m)  Overall time (sec)

20 0.99 0.42
100 1.19 0.42
500 2.24 0.42
2500 7.96 0.42

all experiments. For ¢ = 0.5,1,2,4,8 we run our SQM and
DPSGD over the subsampled batches for 2, 5, 8, 10, 10 epochs,
respectively. For the VFL baseline where the model is fitted
on perturbed DP data, we train the model until convergence.
Similar to PCA, the privacy level is calculated based on
server-observed privacy. The average test accuracy over 20
independent runs is in Figure 3.

In Figure 3, SQM significantly outperforms the VFL baseline
under all parameter settings for all datasets. In addition, even
when ¢ is small, our solution can still maintain a decent
utility. In addition, given a sufficient amount of privacy budget,



TABLE IV: Comparison with existing VFL DP solutions.

Threat model: benign clients and honest-but-curious server

Approach (which client(s) sample the DP noise) Task

Decision tree
Logistic regression
Logistic regression

[3] (n clients using shared randomness)
[78] (one of the clients)
[79] (one of the clients)

Threat model: honest-but-curious clients and server

Approach (which client(s) sample the DP noise) Task

[5] (n clients independently — local DP)
Ours (n clients independently — distributed DP)

K-means clustering
Polynomial evaluation

SQM achieves comparable performance as the centralized-DP
approach. Specifically, the accuracy drop of our solution with
~ = 2'3 compared with the centralized solution is negligible
for v > 1. When v = 2!, our solution still maintains decent
utilities across different privacy parameter settings.

On the overhead due to DP. We assess the overall time
cost of our SQM for PCA and LR tasks by comparing the
primary computational cost-covariance matrix calculation for
PCA and gradient computation for LR—with the additional cost
of enforcing DP via noise injection, represented by summing
P noise vectors/matrices (where P is the number of clients).
We use a single Ubuntu machine with 64 CPUs to simulate
BGW protocol under a distributed environment where each
party is assumed to have a secure and noiseless channel for
communication. We fix the time cost for message passing from
one client to another to 0.1 second. We fix v = 18. Our results
in Tables I, II, and III show that the overhead due to DP is
negligible in general.

VII. RELATED WORK

Federated learning over vertically partitioned databases has
been extensively studied in the database community, e.g.,
see [1]-[10], [12], [87]. We refer readers to [14] for a
comprehensive survey. Preserving data privacy for analyzing
databases jointly owned by several clients predates differential
privacy (DP) and federated learning (FL) [88]-[90]. Due to the
differences in privacy definitions and problem formalizations,
our work is not directly comparable with theirs, and we refer
interested readers to the original papers for more details.

Amplification of DP in horizontal FL. The idea of utilizing
cryptographic protocols to enhance utility under fixed DP
constraints originates from distributed DP in horizontal feder-
ated learning [43], [44]. The most relevant works with ours
are [40], [41], where the function of interest is the sum of
private data items possessed by multiple clients. We note that
their approaches do not apply to our problem of evaluating
polynomial functions over vertically partitioned databases, due
to non-linearity — we cannot convert our function of interest, a
polynomial of inputs, to a linear sum of individual components
so that each of which can be computed and perturbed by a
single client without accessing other clients’ data.

Other DP mechanisms in vertical FL. Recent works that try to
enforce DP for VFL adopt different threat models (assumption
for adversaries) than ours. Specifically, in works such as [78],
[79], the clients first collectively compute the function of
interest over their partitioned data using MPC protocols. After
that, a client (or some third party) injects DP noises into the
outcome produced by MPC. This approach leads to privacy
violations in our threat model (where no party can be trusted)
since the party who performs the noise injection could infer
information about the clients’ inputs from the exact result
before the noise injection. Wu et al. [3] let the clients use
shared randomness to jointly sample a Laplace noise using
MPC for DP protection. This mechanism is also non-private

in our setting, as the clients can infer the noise-less result
based on the sampled noise. Li et al. [5] study K-means

clustering under the local DP model; as a consequence, their
solution does not achieve centralized-DP like privacy-utility
trade-offs. Extending our solution to their problem may narrow
the performance gap to centralized-DP. The caveat is that SQM
supports only polynomials for now, while their current solution
for K-means clustering involves computing the minimum for a
set of values (which cannot be expressed as a polynomial). We
leave this extension of SQM as future work. We summarize
the main differences between our work and the above ones in
Table IV.

Numerical issues. It is important that the practical imple-
mentation of a DP mechanism aligns with its theoretical
privacy analysis; otherwise, it may result in privacy violations.
As revealed in Mironov’s seminal work [50], the naive
implementation of the continuous Laplace noise in finite-
precision computers does not preserve DP. Integer-valued noises
are a solution to this numerical issue, e.g., see [39], [40], [51],
[91], [92]. In this work, we adopt the Skellam noise [40],
[41] that can implemented in distributed systems with finite
computation and communication capabilities.

VIII. CONCLUSION

In this work, we study the problem of evaluating polynomial
functions over vertically partitioned datasets in federated
learning, with differential privacy guarantees. We present
SQM that provably achieves comparable performance as the
centralized approach, without assuming any trusted party. We
apply our mechanism to two classic machine learning problems,
PCA and logistic regression, and validate their empirical
performance.

For future work, we plan to extend our mechanism to other
application scenarios, such as training large-scale models and
analyzing distributed social networks over distributed and
sensitive user data.
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APPENDIX
A. Differential Privacy

Injecting Gaussian noise to a function F satisfies (e, d)-DP.

Lemma 8 (Analytic Gaussian Mechanism [93]). Injecting
Gaussian noise N(O,cr2 'I) into the output of F satisfies
(e, 0)-differential privacy, if

S V2 (Vi He =x),

o
where 0 and 1 are a zero vector and a d X d identity matrix,
respectively, and X is the solution to

erfc (x) — exp(e) - erfc (m) = 24,

and erfc() denotes the complementary error function. Namely,

2 /1’ e
— e " dt.
VT Jo
RDP can be converted to the classic (¢,6) DP.

Lemma 9 (Converting (a, 7)-RDP to (¢,0)-DP [51]). Given
a mechanism M satisfies (a, 7)-RDP for any a € (1,00), it
satisfies (€,6)-DP for 6 > 0 and
N log(1/9) + (o — 1) log(1l — 1/ax) — log(cx)
=T .
a—1

erfc(z) =1 —

The composition of RDP mechanisms also satisfies RDP.

Lemma 10 (Composition Lemma for RDP [55]). If mecha-
nisms My, ..., Mr satisfies (o, 71), ..., (a, 7r)-RDP, respec-
tively, then M o ...o Mr satisfies («, 23:1 7¢)-RDP.

If a mechanism is Rényi-DP, then the same mechanism that
runs on a random subset of the input dataset also satisfies
Rényi-DP.
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Algorithm 4: Baseline Solution for VFL with DP

Input: Dataset X = (X[:,1],...,X[:,n]) partitioned among
n clients; noise parameter o.
1 for each client j € [n] do
2 | X[, 4]« X[, 4] + N(0,0%L,).
3 Client j sends the perturbed 5([: ,J] to the server.

,X[:,n)).

4 The server reconstructs X = (X[, 1],...

Lemma 11 (Subsampling for RDP [71]). Let M be a mecha-
nism that satisfies (I, 7)-RDP forl =2,...,a (a € Z,a > 2),
and S, be a procedure that uniformly samples each record
of the input data with probability q. Then M o S, satisfies
(a, 7)-RDP with

1
T=EoT1 log ((1 —q)* Hag—q+1)

o o ~ o
+Z<l)(1q)a ‘glel=h ’>~
=2

B. The BGW Protocol

For completeness, we briefly review the idea of BGW [59]
in the following. A building block of BGW is Shamir’s
secret sharing algorithm [94], which enables a secret holder to
distribute a secret among a group of parties in a way such that
no single party can learn any non-trivial information about the
secret, and when a sufficiently large number of parties combine
their information, the secret is reconstructed. Built upon secret
sharing [94], BGW [59] implements a three-phase execution.

1) First, each party distributes her private input as secret
shares to other clients using Shamir’s algorithm [94]. In
our setting, each party (namely, a client) distributes her
private data partition to other clients as secret shares.
Note that no party can infer any other party’s private
data partition.

2) Next, each party simulates the computation of the
function using a digital circuit while keeping the value
of each computed gate (of the circuit) as a secret shared
by all parties. Similar to the first step, the value of each
computed gate can not be inferred by any party.

3) Finally, all of the parties reconstruct the true outcome
of the function, using their secret shares.

BGW achieves a strong notion of information-theoretic
security. Since all intermediate outcomes in Steps (1) and (2)
are observed by the parties as secret shares, they could infer
anything non-trivial about the private inputs. Only after step
(3), will they obtain non-trivial information about the private
inputs—the reconstructed outcome. Besides the outcome itself,
no information regarding the private inputs can be learned from
any party throughout this process (regardless of the computation
power). We refer interested readers to the original paper for
more details.

C. Baseline Solution for VFL with DP

The baseline solution of VFL with DP is outlined as in
Algorithm 4, where the clients perturb the private dataset X

directly and share the perturbed dataset with the server. As we
have mentioned in Section III, this method applies to arbitrary
tasks but incurs high errors.

We present the privacy guarantees for Algorithm 4.

Lemma 12. For any noise parameter o, and integer o > 1,
Algorithm 4 satisfies (ct, Tyerver) —server-observed RDP and
(0, Tetiens)  server-observed RDP with Teper =

a2c?

QCz

2 and

Telient = .

The proof follows from the RDP guarantee of Gaussian
noises. Note that 7Tyyver and 7gpiene defer by a factor of 2.
This is because, in client-observed DP, the sensitivity for
releasing the input data is two times that in server-observed
DP. The corresponding (e, §)-DP guarantees can be obtained
using Lemma 8.

D. Proofs

Proof of Lemma 2. We first prove the case when the input
record  one dimensional with |z| < c. We denote its outcome
of Algorithm 2 (with scaling parameter ) as 2, and show that
(#)* =y 22 +0(y*~1). The case for multi-dimensional inputs
is omitted as it easily follows from mathematical induction on
the number of dimensions—when both u and v are bounded,
we have that the multiplication of Y 1u* + O(y*1~1) and
,7)\2,0)\2 + O(,))\z—l) is ’y/\1+)‘2u)‘1@’\2 + O(fy)\ﬁ-)\z—l)_

Without loss of generality, we consider x > 0. We first
compute the upper bound for (#)*. We have

A A
(@) < (va+ 1) =yt + <1>’y’\1w’\1 +...F <)\>70x0.

When 0 < x < 1, we have

N AN A\ A
(@) < ot + (1)7’\ ' (2)7’\ 24+ (A)WO

ey (A2 L s
=7 7 v 292 AlyA

en(l))

Since exp(v) < 14 2v when v < 0.01 (recall that v > 100)),
we have

>

<z

(@) <A + 229 (10)
When x > 1, we can also derive
(@) <Az 4 20 I (11)
Similarly, we have the following lower bounds for (#)*
(@) >y et — 22 (12)
when 0 < x < 1, and
(@) >y et — 2 Iy (13)

Here we note that the term Az*~' in Eq. (11) and (13)
is bounded by the constant Ac*~!, which becomes negli-
gible with respect to v*~! when 7 is large. Combining



Eq. (10), (11), (12), (13), we conclude that ()" = y*z* +
o). O

Before we present the proof of Lemma 6, we first prove the
following.

Lemma 13. Ler Vi, be the rank-k subspace of the original
matrix X and let V}, be the principal rank-k subspace of
matrix C obtained from Algorithm 3 with scaling parameter
v > n and noise parameter (. Then with high probability, we
have that

IXVillE > [XVil[F — O(kv/ny/m),

Proof of Lemma 13. Recall that to obtain X, we first obtain
X (Line 1 in Algorithm 2) and then randomly round the
entries in yD to the nearest integers (Lines 2-6 in Algorithm 2).
Hence, we can decompose X as vX + E, where E is the
random matrix due to stochastic rounding. Every entry of E is
independent and is of mean 0 and is from the region [—1,1].
Hence, we can rewrite C as follows.

C=+’X"X +29E"X + E"E + N,

denoted as H

(14)

15)

where N is the symmetric random matrix, where each entry
on the upper diagonal is independently sampled from Sk(yu).
We define H := 2yE”X + ETE + N, the random matrix due
to scaling, rounding, and noise injection.

Since Vy, is the principal subspace of matrix C, we have

Tr(VI(y*XTX + H)V)
> Tr(VE(*XTX + H)Vy)
> Tr(y*Vi X XVy) + Tr(ViHVy)
> Tr(’yQVgXTXVk) — K[[H[J2.
Hence,
Tr(VE(y*XTX)Vy) > Tr(y*VIXTXVy) - 2k|H] 2,

which is equivalent to

. 1
IXVillE > [IXVi]E — 2/€||? -Hlo. (16)

It suffices to bound the spectral norm of 7—12 - H, which is the
sum of 2 -ETX, L . ETE, and 712 - N. First, note that each
entry of E is independent and has zero mean, and X is a
deterministic matrix. [67] showed that the spectral norm of
matrix ETX has mean O(y/n) and variance smaller than 3n.
Applying Chebyshev’s inequality, we can see that the spectral
norm of matrix EZX is O(n) with high probability. When
~ > n, this O(n) becomes negligible after scaled by %
Next, for ETE, we have that [|[ETE|s < ||ET|2|El-2,
where both E = EI and E7 = E”T have spectral norms
of expectation /n. Using the same argument, we have that
the spectral norm of matrix ETE is also of O(n?) with high

probability. When ~ > n, this O(n) becomes negligible after
scaled by -5
To bound the spectral norm of matrix %N, we first review

some basic properties of the symmetric Skellam distribution
Sk(p). The distribution of Sk(u) is obtained by taking the

difference of two independent Poisson random variates sampled
from Pois(y). The moment generating function of Z ~ Sk(pu)
is written as E[e*?] = et(€+e =2 In particular, for
& €[0,1), we have that eF feH —2< 1.09->. Hence, for
> 1, we can bound the sub-exponential norm of Z as u. [68]
show that the spectral norm of the n-by-n symmetric random
matrix whose entries are distributed as a sub-exponential
random variable with norm y is bounded by O(y/nu) with
high probability. Now that 1 = O(y*) (see Lemma 5), the
factor of /i gets canceled when dividing it by ~?% in Eq. 16,
leaving O(y/n/1t) in the end. O

The proof of Lemma 6 then follows from Lemma 13 and the
fact that to achieve (e, §)-cite server-observed DP, it suffices
to set pes = b*log(1/8) /€%, where b is some constant [95].

Similarly, we can obtain the privacy-utility trade-off for cite
SPCA under the RDP framework by replacing /fic s with
V/(1.09a + 0.91) /7, formalized as follows.

Lemma 14. Let Vi, be the rank-k subspace of the original
matrix X and let V), be the principal rank-k subspace of matrix
C obtained from Algorithm 3 with discretization parameter
v > n. Then Algorithm 3 satisfies (o, T)- server-observed
RDP and with high probability, we have that

IXVilE > IXVil|E — O(ky/na/7).

Proof to Lemma 7. We sketch the proof as follows. We first
obtain the upper bound for the £o norm of Eq. (9) (a 2nd-
degree polynomial of dimension d = n — 1) on the processed
inputs. For the first term % - X (monomial of degree 1), the
processed outcome is 73% -x plus an error of at most 2|z;|vy
in each dimension j (recall from Eq. (10), (11), (12), (13)).
Similarly, for the second term %, x) - x (monomial of degree
2), the processed outcome is 7*(%,x) - x plus an error
of at most 2\|z;|y? in each dimension j. For the term
—y - x, the processed outcome is —v3y - x with an error of
at most 2|z;|7?. Overall, we can show that due to scaling

and rounding, the maximum norm for evaluating Eq. (9) is
bounded by 1/6(2)21295Vd3/d + 36y!||x|3+. V3 and
\/d corresponds to the maximum £; norms of f(w, (x,y)) and
x, respectively. The rest of proof then follows from applying
Lemma 1 to the computed £, and £, sensitivities and then
use the results on privacy amplification by subsampling and
composition theorems [55], [71], [72]. We note that T¢jjene does
not benefit from subsampling, since each client already knows
which record is placed in the sampled batch. O

a7
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